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ABSTRACT

Reliability of cluster systems can be improved by periodi-
cally saving checkpoints in stable storage. In case of an
error a backward error recovery can restart the cluster
from the last checkpoint and thus avoiding a fallback to
the initial state. Different strategies originally developed
for message-passing systems have been adapted for Dis-
tributed Shared Memory (DSM) systems. However, it is
not sufficient to save only the changed parts of the DSM
in a checkpoint. Node-local process contexts must also be
included. The latter is hard to realize because the used
Operating Systems (OS) are not designed for cluster op-
eration and checkpointing. In this paper we describe the
new distributed Plurix OS extending the well-known
Single System Image (SSI) concept by storing everything
in a DSM, including kernel code and data. Activity is
performed using restartable transactions that are synchro-
nized using an optimistic forward validation scheme. We
show how these architectural properties simplify the im-
plementation of checkpointing and recovery. Finally, we
present measurement numbers that underpin our ap-
proach.

KEY WORDS: Reliability, Operating Systems, Distrib-
uted Shared Memory.

1. INTRODUCTION

A lot of checkpointing and recovery strategies have been
designed and developed for message-passing systems [1].
They range from simple global coordinated algorithms to
sophisticated independent techniques.

The results have been adapted for Distributed Shared
Memory (DSM) systems starting in 1990 by Fuchs [2].
Numerous subsequent papers discuss the adaptation of
checkpointing strategies designed for message-passing
systems ranging from global coordinated solutions to
independent checkpointing with and without logging [3].
However, the more sophisticated solutions have not been
evaluated in real implementations because checkpointing
is difficult to achieve in PC-clusters even under global
coordination.

The main reason is that if a checkpoint needs to be saved
it is not sufficient to save the DSM content but also the
local process context needs to be observed. Otherwise
errors may occur during recovery, e.g. unsaved and not
restored kernel locks. This is not a trivial task because the
architecture of the underlying Operating System (OS),
typically a Unix system or Microsoft Windows, has not
been designed for cluster operation and checkpointing. As
a consequence some projects, e.g. Kerrighed modify the
OS kernel to alleviate these problems [4]. Nevertheless,
there are still limitations and there is a considerable over-
head during checkpointing.

Saving and restoring kernel contexts and local resources
is also an issue in process migration facilities. Mosix
developed for Linux leaves a process fragment on the old
machine behind to access non-migratable resources like
files and locks [S]. The migrated process on the target
machine communicates with its successor using RPC.

In this paper we describe our new distributed Plurix OS
specifically tailored for cluster operation which avoids
these difficulties by extending the well-known Single
System Image (SSI) concept. Plurix is the first DSM
system storing everything within shared memory includ-
ing kernel data, code, even all drivers. As a consequence
checkpointing is simplified.

Plurix has introduced a strong consistency model, called
transactional consistency based on restartable transactions
and an optimistic synchronization scheme [6]. Supporting
restartability by the OS and even at the kernel level sim-
plifies the recovery procedure.

Orthogonal persistence [7] is another DSM property in
the sense that any object reachable from the root of the
cluster-wide name service can persist independent of its
type. Persistence is directly supported by our checkpoint-
ing and recovery facilities meanwhile making de- and
serialization functions required for file-based systems
superfluous.

In the following section we shortly review the important
properties of the Plurix DSM. In the third section, we
present our checkpointing facility. Subsequently, we
describe the error detection and recovery strategy. In the
fifth section we evaluate our implementation. Finally, we
compare our system to related work and conclude.



2. THE PLURIX ENVIRONMENT

Memory Management

After the first Distributed Shared Memory (DSM) proto-
type IVY has been presented in 1988 a lot of systems
have been developed to mainly support parallel algo-
rithms. Most of the approaches were built on top of exist-
ing Operating Systems (OS), like Unix, Microsoft Win-
dows, or using the Mach kernel.

The Plurix project implements a distributed OS for PC
clusters customized for page-based DSM operation. The
Memory Management Uni (MMU) detects non-local
memory accesses and the kernel retrieves the requested
page from the cluster. Current address space limitations
will vanish with 64 Bit processors like Intel IA64.

Page-based DSM systems are faced with the problem of
false sharing causing page trashing. False sharing occurs
if at least two objects reside on a memory page and within
a certain time interval each of the object is accessed by a
different node access conflicts may arise which are se-
mantically unnecessary. Our system alleviates this serious
problem by a concurrent object relocation facility based
on a book keeping of references [8]. The latter is possible
because the kernel is able to identifiy objects residing on
an affected page and thus relocating one or several ob-
jects to other pages.

In traditional DSM systems programmers must use spe-
cial functions for allocating data in DSM memory. The
Plurix DSM is managed as a heap and accessed like local
memory. The benefits of a heap organization have also
been identified in Murks [9] but Plurix goes one step
beyond by also storing code and runtime structures in the
DSM.

Single-System-Image (SSI) computing architectures have
been the mainstay of high performance computing for
many years. In a system implementing the SSI concept,
each user gains a global and uniform view on available
resources and programs and provides the same libraries
and services on each node in the cluster, which is very
important for load balancing and migration of processes.
We extend the SSI concept by storing OS, kernel, and all
drivers in the DSM [10].

Heap management must be designed carefully to avoid
unnecessary false-sharing situations, e.g. it is recom-
mended that each node allocate memory in a different part
of the DSM avoiding interferences. Furthermore, vital
classes of the system need special protection, e.g. the
page-fault handler. We have introduced different memory
pools to support these requirements.

Distributed garbage collection relieves programmers from
explicit memory management. Unreferenced objects can
be collected very easily using the compiler-supported
bookkeeping of references, [8].

Because all nodes of a cluster operate concurrently on the
DSM adequate synchronization mechanisms are required
described in the following subsection.

Transactional Consistency

The DSM community has proposed a lot of memory con-
sistency models especially weaker ones to improve effi-
ciency [11]. Because weaker consistency models are hard
to program we have introduced a strong consistency
model called transactional consistency.

Memory pages are distributed and read-only copies are
replicated in the cluster. When writing to a memory page
all read-only copies are invalidated and the writing node
becomes the new owner of that page. Inconsistencies are
avoided by synchronizing memory accesses from differ-
ent nodes using our transactional consistency model [6].

In contrast to existing memory consistency models we do
not synchronize memory after each memory write access
but bundle several operations within a transaction (TA).
In case of a conflict between two transactions we rely on
the ability to reset changes made by a TA. This conflict
resolution scheme is known in the database world as
optimistic concurrency control. Optimistic concurrency
control occurs in three steps: the first step is to monitor
the memory access pattern of a TA. For this purpose we
use the built-in facilities of the MMU.

The next step is to preserve the old state of memory pages
before modifications. Shadow images are created, saving
the page state previous to the first write operation within a
TA. These shadow pages are used to restore the memory
in case of a collision, as described in the next step.

During the validation phase of a terminating TA the ac-
cess patterns of all concurrent TAs in the cluster are com-
pared. In case of a conflict the TA is rolled back using the
shadow pages otherwise the latter are discarded.

Currently, we have implemented a first-wins collision
resolution basing on a circulating token. Only the current
owner of the token is allowed to commit. During a com-
mit the write-set of the TA is sent as a broadcast to all
nodes in the Fast-Ethernet LAN. All nodes in the cluster
compare the write set with their running TA to detect
conflicts and to abort voluntarily. In future we plan to
integrate other conflict resolution strategies to improve
fairness.

Scheduler

Instead of having traditional processes and threads the
scheduler in Plurix works with transactions. We have
adopted the cooperative multitasking model from the
Oberon system, [12]. In each station there is a central
loop (the scheduler) executing a number of registered
transactions with different priorities. Any TA can register
further transactions. System TAs, e.g. the garbage collec-
tor are automatically registered by the OS. Furthermore,
the OS automatically encapsulates all user commands
within a transaction.

Transactions should be short to minimize collision prob-
ability and it is the task of the programmer to split up long
running transactions.



Name Service

Any heap object can be registered in a cluster-wide name
service and is later retrieved via directories and subdirec-
tories. This corresponds to the directory structure of tradi-
tional file systems but the functionality of the name ser-
vice is extended to include scoping in the Java compiler,
to store configuration information, and to cover all nam-
ing issues occurring in the OS.

The Plurix compiler automatically registers symbol in-
formation during the compilation in the name service.
Methods of classes or instances may be immediately in-
voked using this persistent symbol information.

Any heap object reachable from the name service root is
not garbage. Checkpointing and Recovery for the DSM
implement persistence for all objects in the heap. These
properties are known as orthogonal persistence - any
class, instance or array may persist.

3. CHECKPOINTING

State of the art PC-Clusters are built using Linux or Mi-
crosoft Windows but implementing checkpointing and
recovery in these OSs is difficult because it is not suffi-
cient to save the DSM content but also the local process
context needs to be observed. The latter includes internal
kernel data structures, open files, used sockets, pending
page requests, ... which can be read only at kernel level.
Resetting the kernel and process context in case of a roll-
back is also challenging because of the complex OS ar-
chitectures. As a consequence taking a checkpoint is time
consuming and checkpointing intervals are typically
large, e.g. 15-120 min. for the IBM LoadLeveler.

By extending the well-known Single System Image (SSI)
concept we avoid these architectural drawbacks [10].
Storing the kernel and its data in the DSM makes it easy
to save all required data. Furthermore, rollback in case of
an error is not very difficult in Plurix because the OS and
all its applications are designed to be restartable anyway.

Our first prototype uses a central PageServer for storing
checkpoints - consistent heap images in an incremental
fashion on hard disc. Between two checkpoints the Page-
Server uses a bus snooping protocol to intercept transmit-
ted and invalidated memory pages to reduce the amount
of data to be retrieved from the cluster at the next check-
point. These snooped pages are stored in the so-called
snooped_pages_buffer located outside the DSM. This
buffer stores a fixed number of pages (e.g. 512) and is not
used to serve for page requests.

If a checkpoint must be saved the PageServer collects
invalidated pages from the cluster that have not been
snooped since the last checkpoint or if a entry in the
snooped_pages_buffer is invalid. The latter occurs if
a page is transmitted over the network once, changed and
invalidated by a node, and then no more exchanged over
the network.

Currently, all memory pages are written to disk synchro-
nously. During this short period transactions may be exe-
cuted on each node but cannot commit.

Linear-Segment Structure

Commodity hard discs achieve write rates up to 45 MB/s
when writing subsequent sectors. This write-performance
breaks down to below 1 MB/s when writing scattered
sectors requiring a lot of head positioning.

With respect to this property we have developed the lin-
ear-segment writing technique for the PageServer. We use
no file-system but write raw sectors using an own UDMA
IDE disc driver. Beyond writing most times in a linear
fashion we also ensure that written data will never get lost
also in case of a PageServer failure.

The disc partition is divided in blocks each consuming up
to 161 sectors, see figure 1. The number of pages per
block can be adjusted statically. The first sector contains a
header with 24 Byte for the block and for each stored
page thus supporting up to 20 pages per block (24 +
20%24 = 504 bytes < 512 bytes ). Subsequently, the fol-
lowing sectors store the content of up to 20 pages each 4
KB, which comes to 161 sectors per block.
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Figure 1, Block structure

The block info contains a 64-Bit timestamp identifying
the checkpoint time the block was written. Additionally,
there is a sector ID and some reserved flags, e.g. “last
block of checkpoint”.

The page_info stores information for each page within
the block: “page number (64-Bit, currently only 32-Bit
used) and a last change timestamp (commit number of TA
that modified that page the last time).

Meta Data for Checkpoint Management

The PageServer tracks pages changed since the last
checkpoint in a buffer called DSM_info consuming 31
MB with 38 Byte entries for each page in the DSM. The
buffer is stored always at the beginning of the disk to
ensure linear writing with maximum speed.



The DSM info meta-data is updated on disk with each
checkpoint. When the PageServer crashes during this
operation the data can be reconstructed by reading
through the disk. Of course the latter is slow but should
occur very seldom. Optionally, a 1ast DSM info could
also be maintained on disk after the actual meta-data to
alleviate this special error. During the shutdown of the
PageServer a checkpoint is written to disk which includes
also a new version of the DSM_info buffer.

The latter is also cached in main memory to speed up read
and write access. An entry in the DSM_info buffer con-
sumes 38 Byte:

- last_changed (64 Bit): commit number of the last
TA that has written this page. Updated using the
write-sets of committing TAs.

- last seen (64 Bit): commit number of the Page-
Server when it has seen the page on the network. If
last seen is less than last changed the page in
the snooped _pages buffer is invalid and needs to
be retrieved from the cluster when saving a new
checkpoint. Because the snooped pages buffer
is not stored in the DSM pages must be invalidated
by the PageServer manually.

- last_saved (64 Bit): commit number of the page
on disc. If last saved is less than last changed
the page must be written to disc with the next check-
point.

- last_SpPos (64 Bit): the lower 32 Bits store the
block number of the most recent version of the page.

The upper 32 Bits are used to store the offset within
the block.

- Loc (32 Bit): defines the location of the page:

o NOT_HERE: page is neither in the local
DSM (locally replicated pages) nor in the
snooped pages buffer.

o OWNER: Shows if the PageServer is the
owner of a page.

o LOCAL _DSM: If a page is present this bit
shows if the page is in the local DSM or in
snooped pages buffer.

o ADDRESS: Defines the page frame within
the snooped pages buffer. This value is
only valid when the page is stored in the

snooped pages buffer.

- PFlags (16 Bit): page flags of the kernel.

Page Requests to the PageServer

Page requests are only processed by the owner of a page,
never by nodes having read-only replicates. The owner of
a page can change dynamically in Plurix by writing to a
page. With respect to page requests the PageServer acts
like a normal node replying only if it is the owner of the
requested page.

The PageServer has never the ownership for pages stored
in the snooped_pages_buffer.

The PageSever decides if it must process a page request
using the information stored in the DSM_info buffer. If
last_seen > last changed the page is:

- only in main mem.: if last_saved<last changed
- may be on disc: if last saved>last changed

If 1last seen < last changed another node should
serve this page request. If the request is sent multiple
times the PageServer assumes that a serious error oc-
curred. A node has changed a page and crashed before the
PageServer saved this page. Thus the PageServer must
start the recovery procedure.

4. ERROR DETECTION & RECOVERY

Network Packet Loss

Currently, we support clusters running within a single
Fast Ethernet LAN segment and assume a fail-stop behav-
ior of nodes. Most DSM systems typically use a reliable
multicast or broadcast facility to avoid inconsistencies
caused by lost network packets. Because of the low error
probability of a Hub-based LAN we are not willing to
impose the overhead by a reliable communication during
normal operation. Instead we rely on a fast error detec-
tion, fast recovery, and the quick boot option of our clus-
ter OS. A node in a Plurix cluster can perform a cold start
within 250ms.

As described in section 2 we have implemented transac-
tional consistency where committing transactions are
serialized using a token. We can easily introduce a logical
global time (a 64-Bit value) incremented each time a TA
commits. In the latter case the new time is broadcasted to
the cluster and each node updates its time variable. A
node can immediately detect if it missed a commit and
ask for recovery.

If the commit message cannot be sent with one Ethernet
frame, the commit number is incremented for each com-
mit network packet. Thus we avoid inconsistencies if a
node did miss one packet of a multiple packet commit.

Furthermore, any page or token request always includes
the global time value of the requesting node. If such a
request contains an out-of-date commit number it is not
processed but recovery is started. Thus a node that missed
a commit packet is not able to commit a transaction that
used invalid data because it is not granted the token.

Running the cluster in a switched LAN increases packet
loss probability because the switch may discard packets in
case of a high network load. For such a scenario we cache
a small history of TAs (backup copies of changed pages)
on each node. This information can be used to synchro-
nize nodes that missed a commit message without a clus-
ter reset.



Node Failure

If a single node fails temporarily it can reboot and join the
DSM again. If the PageServer detects missing pages dur-
ing the next checkpoint that were lost because of the node
failure the cluster is reset to the last checkpoint. The same
works if multiple nodes fail temporarily or permanently.

If a page request of node is not serviced it retries the
request three times and after that it assumes that the page
got lost and requests recovery.

PageServer Failure

If the PageServer fails temporarily it will detect a running
cluster during its reboot and will start a cluster reset from
its last checkpoint on disk. Currently, we have only a
single PageServer with the problem when failing perma-
nently crashing the cluster. In future we plan to substitute
the PageServer by a distributed solution with data replica-
tion so we can also tolerate multiple PageServer failures.

Network Partitioning

The network might be partitioned temporarily into two or
more segments. Only one token and one PageServer is
available in any of these segments. Nodes within each
segment send page and token requests. If either request
cannot be satisfied the segment tries to recover by con-
tacting the PageServer. Only the segment with the Page-
Server can recover the others have to wait until the Page-
Server becomes available again.

In the worst case more than one segment can commit TAs
and therewith make changes in the DSM. When the seg-
ments melt again the error can be detected if global time
is different in the segments. In the case that two or more
segments have made changes and have the same global
time the DSM might be in an inconsistent state that is not
detected. Numerous strategies have been proposed in
literature to solve this problem all discarding changes of
one partition. Because Plurix stores everything within the
DSM we hope to develop an strategy melting heaps using
symbolic information about objects.

Resetting Nodes

As all OS context information is stored in the DSM and
nodes can reboot in about 250ms we prefer to reboot the
cluster in case of falling back to the last checkpoint. En-
forcing a redraw of the desktop and all its windows.

If nodes are rebooted device states get lost. Applications
depending on the latter must be able to restore on de-
mand. For example textures stored in graphic card mem-
ory must be downloaded during the next redraw.

5. EVALUATION

Former measurements with a distributed multi-player
game (without checkpointing) have shown that the token
and page latency for our DSM is around 120us and 526ps
respectively with a four-node cluster in a Fast Ethernet
cluster [13].

The measurements in this paper are carried out on a clus-
ter with four PCs interconnected by Fast Ethernet Hub.
Each node is equipped AMD Athlon 2,5 XP CPU and 512
MB RAM. To evaluate our checkpointing implementation
we run concurrently a ray tracer.

The latter has been adapted from an MIT course [14] to
our transactional DSM system. The ray tracer is executed
on each node except the PageServer. The ray tracer com-
putes the image shown in figure 2 in ~530s. The image
has 2560x2048 pixels and 32-Bit color depth.

Figure 2, The test image

During the computation the PageServer periodically
writes checkpoints to hard disk. During this phase trans-
actions may execute on nodes but cannot commit until the
PageServer has finished.

The following figure 3 shows the number of pages that
the PageServer must request from the cluster and write to
disk depending on the checkpointing frequency. Further-
more the time needed to finish a checkpoint is also
shown.
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Figure 3, Checkpointing time and #ipages to save

This number of pages to save includes not only pages
changed by the ray tracer but also those modified by the
OS executed on each node. Of course the amount of
modified data grows with the checkpoint interval from 2
MB to 8 MB caused by the progressing ray tracer.



The time required to save a checkpoint grows only mod-
erately from 2,3s to 3,5s. The time required to save the
meta-data described in section 3 consumes always ~Is.
The remaining time depends on the number modified
pages since the last checkpoint.

Writing memory pages synchronously to disk causes of
course most of the time compared to fetching them over
the network. Nevertheless, the current checkpointing
implementation is comparable fast because it includes all
contexts including changes made by the OS.

6. RELATED WORK

Typically, DSM systems offer special memory allocation
functions and it is the task of each application to decide
which data to allocate in DSM and what to store in nor-
mal node-local memory. The main motivation for this
approach is to avoid consistency management for data
that is not shared. But it is natural that there are depend-
encies between data items stored inside and outside the
DSM.

Numerous checkpointing strategies have been suggested
for DSM systems in the literature [3]. However, these
papers are mostly limited to the efficient checkpointing
and recovery of the DSM and do not solve the problems
resulting from the mentioned dependencies. Typically, it
is the task of each application to respect the limitations or
to act itself properly in case of a recovery.

The most close to our approach is the Kerrighed project
adapting a Linux kernel for DSM operation including
checkpointing and recovery [4]. The system is still under
development and also implements a global coordinated
checkpointing including process contexts in each check-
point stored on disk. The latter must be saved separately
on each nodes disk. The global checkpoint is finished if
each node has written its checkpoint data to disk. Depend-
ing on the node-local data to be saved this may consume
considerable time. Furthermore saving and restoring ker-
nel contexts is complex because the Linux architecture is
not designed for cluster operation and backward error
recovery. As a result there are limitations what contexts
outside the DSM can be checkpointed and recovered.

7. CONCLUSIONS AND FUTURE WORK

We believe that a persistent DSM offers new perspectives
for distributed programs, e.g. multi-player games, virtual
worlds, etc. Transactional consistency offers strong con-
sistency at reasonable performance thus simplifying dis-
tributed programming. Storing all data and code in the
DSM including kernel data simplifies checkpointing in
contrast to traditional cluster OSs.

Furthermore, restartability is directly supported by the OS
by restartable transactions and an optimistic synchroniza-
tion scheme. Thus resetting the cluster in case of an error
to the last checkpoint is not difficult. Even hardware con-

texts can be reset very fast because the OS can performa a
cold reboot in about 250ms.

In future work we plan to develop more sophisticated
checkpointing strategies based on a distributed Page-
Server writing asynchronously to disk.
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